Fluvanna County

Use Agreement for

Electronic Mail and Network/Internet Services

I have been authorized access to either Electronic Mail or Network/Internet services. This access is provided through Fluvanna County‑owned personal computers and/or networks (Fluvanna County Local Area or Wide-Area Network or other network). 

I have read, understand, and agree to abide by the Acceptable Use Policy for Electronic Mail and Network/Internet Services and the following additional terms and conditions that govern my use of these services: 

Access has been granted to me by Fluvanna County, as a privilege, for me to perform authorized duties and responsibilities for Fluvanna County.  I understand that Fluvanna County may revoke this privilege at any time, at Fluvanna County’s sole discretion. 

I will not use or knowingly permit the use of any access control mechanism (e.g., log‑in ID, password, terminal ID, user IDs) for any purpose other than that required to perform authorized duties. 

I will not disclose to anyone any access control mechanism, unless authorized to do so, in writing, by Fluvanna County. 

I will not use any access control mechanism which has not been expressly assigned to me by Fluvanna County. 

I will report any computer hardware or software problems immediately to the Fluvanna County network administrator.  I understand that only Fluvanna County authorized personnel may fix any computer problems.

I understand the ethical and legal use of software, recognize that the unauthorized use or copying of software is illegal, and agree to refrain from all illegal and unethical actions involving software. 

I agree to abide by all Fluvanna County policies, procedures, standards, guidelines, and other regulations. 

I understand that any or all electronic mail messages may be monitored and that privacy of such messages is in no way guaranteed.

I understand that downloading of large image (ie. “jpg” or “gif”) or audio (ie. mp3) files that are not work related is prohibited. 

I understand that use of internet radio or streaming audio or video is forbidden with the following exceptions: those needing streaming audio or video for the temporary purpose of taking a class, professional training, teleconferencing, or other temporary function directly associated with their job with the County may have such limited use. 

If I observe or know of any violations of the terms of this agreement, by others, I accept responsibility for reporting such violations to my immediate supervisor and the Fluvanna County Network Administrator.

By signing this agreement, I certify that I understand the terms and conditions of this agreement and that I accept responsibility for adhering to the agreement. I also acknowledge my understanding that any infractions on my part will result in disciplinary action, including but not limited to termination of my access privileges. 

Employee Name (Print): ____________________________________

Employee Signature: ________________________________Date: ______________ 

Supervisor Signature: _____________________________________________

Return this page to Shelly Wright, Special Projects Coordinator.

Fluvanna County

Acceptable Use Policy for 

Electronic Mail and Network/Internet Services
Purpose 

The intent of this policy is to clarify a variety of uses of the above services, which are either acceptable or unacceptable, not to enumerate all possible uses of E-mail and network/internet services.

Scope 
This policy applies to all Fluvanna County and related agency employees whose access to or use of above services is funded by Fluvanna County or is available through equipment owned by Fluvanna County. 

Policy Statements 
Acceptable Activities ‑ Activities that conform to the purpose, goals, and mission of Fluvanna County and to each user’s authorized job duties and responsibilities. The following list, although not all‑inclusive, provides some examples of acceptable uses: 

Communication with federal, state, or local government personnel, vendors, and other private businesses; 

Communications, including information exchange, for professional development or to maintain knowledge or skills; 

Activities involving university‑association, government‑advisory, or standards activities; and 

Communications for administrative purposes. 

Unacceptable Activities ‑ Activities that do not conform to the purpose, goals, and mission of Fluvanna County and to each user’s authorized job duties and responsibilities. The following list, although not all‑inclusive, provides some examples of unacceptable uses: 

Private or personal, for‑profit activities (e.g., consulting for pay, sale of goods such as Avon and Amway products, etc.); 

Use for private or personal business and/or gain; 

Use for any illegal purpose, including communications which violate any laws or regulations; 

Use of internet radio or streaming audio or video is forbidden with the following exceptions: those needing streaming audio or video for the temporary purpose of taking a class, professional training, teleconferencing, or other temporary function directly associated with their job with the County may have such limited use.  

Transmitting threatening, obscene, or harassing messages; 

Intentionally seeking information about, obtaining copies of, or modifying files, other data, or passwords belonging to other users; 

Interfering with or disrupting network users, services, or equipment. Such disruptions could include, but are not limited to, (1) distribution of unsolicited advertising or messages, (2) intentional distribution of computer worms or viruses, (3) using the network to gain unauthorized entry to another machine on the network, and (4) attempting to diagnose and fix computer related problems beyond your level of expertise; 

Installing any programs, files, screensavers, etc. which is not authorized by Fluvanna County;

Seeking/exchanging information, software, etc. which is not directly related to one’s duties and responsibilities.  This includes the non-business related exchange of “jpeg”, “gif” or other image type files and “mp3” or other audio type files.

Any use of someone else’s log-on ID or password.

Electronic Mail - Electronic mail (email) messages transmitted across Fluvanna County’s network may be monitored.  E-mail messages are not private.  

Use of Another Network or Service ‑ Use of another network or service will subject the user to that network or service’s acceptable use policy. 

Written Agreement Required ‑ All users of Electronic Mail and Internet services are required to acknowledge acceptance of and intention to comply with this policy, by signing the attached “Use Agreement for Electronic Mail and Network/Internet Services.”  Signed agreements will be forwarded to the Network Administrator.
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